Forging
A New Era In
Financial Services
COVID-19 Accelerated Transformations
Already Underway And Is Now Inspiring
Unanticipated Innovations.

Introduction
By Rajiv Goyal, Executive Vice President, ThoughtFocus
While the COVID-19 pandemic has generated
uncertainty within virtually every market sector, the
ﬁnancial services market being no exception, it’s clear
that the industry’s digital transformation journey is
rapidly accelerating. Companies within the
extraordinarily diverse ﬁnancial services landscape
ultimately, of course, provide their customers with a
wide range of ﬁnancial mechanisms, products, and
services. However, given that many leaders within the
space spend 60 to 70 percent of their budgets on
technology, they are arguably technology companies.
This resource allocation emphasizes technology’s
current and growing importance within the industry.
Although some areas of the ﬁnancial services sectors
are having record years, other sectors are under
pressure. Regardless of their position, companies
across the ﬁnancial services industry must adapt to a
radically changed market, develop new products and
services, and increase operational efﬁciencies.
Recently, ThoughtFocus’s ﬁnancial services team
leaders and I sat down to exchange thoughts relating
to what we are seeing in the market and what we

anticipate in the near and longer-term futures. From
my perspective, applying advanced technologies to
solve new problems and aligning ﬁnancial services
teams to foster innovations are two areas at the
center of my thoughts.
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Utilization of Advanced Technologies to Drive True Innovation
Financial services organizations have been applying
artiﬁcial intelligence (AI), machine learning, RPA, and
other advanced technologies to solve routine
problems. Primarily, these technologies have been
used to increase efﬁciencies within the middle and
back ofﬁces. However, to truly achieve ROI from the
investments in these technologies, CIOs need to strive
to solve entirely new problems.
For instance, applying AI to the unstructured data
within front-end operations could dramatically

improve customer service. Also, AI and RPA can
increase compliance adherence by ensuring data and
information ﬂow correctly and according to
established processes every time. Or perhaps
ﬁnancial services companies enhance these
technologies’ abilities to reduce fraudulent
transactions.
The opportunities are endless, but many companies
ﬁnd it a challenge to align their organizations in a
manner that allows innovations to manifest.
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Aligning for Innovation
Innovation advancements can occur only when the
people who know an organization’s business are
given the bandwidth to innovate.
Generally speaking, bringing in external consultants
and offshore teams to lead innovation does not work.
Likewise, when highly valuable internal stakeholders
are bogged down with day-to-day responsibilities,
innovation will also stagnate.
The only way innovation can consistently happen is
through effective personnel resource alignment.
ThoughtFocus has developed a methodology that
addresses this need—align, stabilize, enhance,
grow—to help ﬁnancial services align their talent
resources to foster innovation.

By aligning and stabilizing processes, a technology
partner can effectively run day-to-day operations,
freeing high-value internal stakeholders to enhance
and grow.
With these thoughts in mind, three other key
members of ThoughtFocus’s ﬁnancial services
team shared their insights for how ﬁnancial services
companies can reimagine work along with
fundamental transitions within both the payments
processing and capital markets sectors.

Reimagining Work- Applying Creativity to How the Financial
Services Industry Conﬁgures Technology Workers
In the early 1970s, computer engineers developed an
experiment. They set up two rooms, and the only
connection between the rooms was a fax machine.
They sent development requirements from one room
to the other via fax to determine whether work could
be effectively accomplished by a remote team. The
experiment was successful and became the genesis
of remote work and offshoring. However, the
disruptions of the COVID-19 pandemic shook the very
foundations of the successful offshore work
arrangements that had evolved in recent decades.
Palaniappan Rajaram, a ThoughtFocus vice president
who has led business analysis, quality assurance, and
development teams for a variety of projects, has some
fascinating thoughts as to how work—domestic,
nearshore, or offshore—can be reimagined to reduce
risk for ﬁnancial services organizations.
In the earlier days of offshoring, the move was
primarily a cost-reduction measure. Although
containing costs is still a meaningful consideration,
many ﬁnancial services ﬁrms in the US have faced a
shortage of technology workers. For business
continuity purposes, many ﬁrms have continually

expanded their remote teams. Although a highly
effective arrangement, managing remote teams in
the midst of a pandemic has been challenging. But
with some new thinking, remote team constructs will
be stronger than ever.
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Even though ThoughtFocus has teams based in
four different cities in India and in the Philippines,
this geographic distribution was not sufﬁciently
diverse to avoid pandemic-induced disruption.
Might further geographic diversity be helpful in
decreasing the risks of future operational
disruption?
Raj: Absolutely. In our strategy work to identify
measures to reduce future risk, we identiﬁed further
geographic diversiﬁcation, technology-enabled
strategies, and working arrangement
reconﬁgurations. I’ll start by discussing further
geographic diversiﬁcation.
We have been talking about this issue for some time,
but the COVID-19 pandemic has brought the issue to
the forefront. The ThoughtFocus executive team
generally believed that our technology centers spread
around India, coupled with our center in the
Philippines, represented sufﬁcient geographic
diversiﬁcation. However, the COVID-19 pandemic
proved that more geographic diversiﬁcation is likely
needed.
Ultimately, increasing the political and geographic
diversity of our technology centers serving the
ﬁnancial services industry makes a great deal of
sense. The leadership of some nations was simply
better suited to containing the pandemic, which
reduced the degree of disruption in their societies. In
addition, some countries are more isolated than
others and do not tend to host as many international
visitors; these countries also tended not to be hit as
hard.
Therefore, providers such as ThoughtFocus should
consider diversifying risk by having delivery in
geographically and politically diverse areas around
the world.
You mentioned that technology-enabled
strategies could be part of the answer for
managing work-from-home technology team
members. What might this look like?
Raj: Some of the processes our team conducts for our
ﬁnancial services clients are quite sensitive. The
pandemic has forced our workers to sometimes work

from home rather than always working in our secure
technology centers—this is obviously a huge concern.
We can do things like disabling USB drives on laptops
to protect data, but when workers must work from
home, typical supervision and restrictions are
obviously not in place. There is a risk that workers
could do something like take a picture of a computer
screen to capture sensitive information.
But what if we split up processes so that no one
worker can access or see valuable conﬁdential
information? This approach takes a bit of inspiration
from spy agencies passing information up the chain
of command—no team member has the full
conﬁdential story. I think of it as business process
encryption.
Have you made lower-tech adjustments to
manage both teams and work during the
pandemic?
Raj: Hybrid working arrangements have worked well,
especially as restrictions in many parts of the world
were partially lifted. Basically, a worker comes into
work at a technology center two or three days per
week, then works at home two or three days per
week. We have been able to readjust work
assignments and have people working at home when
they are not working with highly sensitive
information, but working from a technology center
when they are working with sensitive data.
This allows us to keep the worker count down in
technology centers so that we can operate safely but
work with sensitive data while in a secured
environment.
Is the pandemic delivering changes to how work
gets done that will be with us after the pandemic
is over?
Raj: People will start traveling more again, but I don’t
think we will return to pre-pandemic levels. I was
traveling nearly every week, as were many of my
colleagues. The pandemic has taught us that we can
manage work and relationships remotely. Although
travel to resume in-person connections will be
healthy for business relationships, I believe the
amount of travel will be reduced.
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Additionally, onboarding teams might be handled
differently in the long term. It was common for at
least some key members of an offshore team to
spend three to four weeks in a client’s ofﬁce at the
beginning of a new project or relationship. This
approach to onboarding probably will not resume.

We’ll need to continue to invest in advanced video
conferencing technologies, but I have a feeling that
this is the way clients will want to manage these
processes for years to come.

The Payments Processing Sector Undergoes Fundamental
Transition
Naganand Jagadeesh, ThoughtFocus’ Vice President,
Payment and Loyalty Solutions, offers fascinating
insights into the rapid changes occurring within the
payments processing industry. With over twenty
years of overall technical experience, Naganand is a
technology strategist and proactive leader with the
proven ability to build strong business relationships,
manage international clients and distributed delivery
teams, and create strategic roadmaps.
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Has the COVID-19 pandemic substantially
impacted the payment processing sector?
Naganand: The pandemic has impacted the
payments industry in both good and bad ways. The
immediate short-term hit was the decline of overall
transaction volume, especially face-to-face. Now, the

payments industry is tilting heavily toward investing
in contactless payment mechanisms. Tap and go
solutions, wallet programs, and card-on-ﬁle solutions
are gaining traction at retail establishments and gas
stations. Gas stations are even looking at solutions
that allow consumers to operate gas pumps from
their mobile phones.
The pandemic has also accelerated payment
processors moving their technology to the
cloud—a transition that was already well underway.
While contactless payments are in demand for
physical transactions, the pandemic has resulted in a
much higher online shopping rate offering new
opportunities for many e-retailers. By nature,
an e-commerce business can be quickly expanded to
new markets and geographies. Moving to the cloud
allows rapid response regardless of where the
customer is located, facilitating geographic
expansion and new market opportunities.
The accelerated implementation of touchless
payment systems and the cloud’s ability to balance
the load of markedly increased online shopping
activity has had a major impact.
Do payment processors have any reservations
about moving to the cloud?
Naganand: If you had asked me 18-24 months ago, I
would have said that payment processing companies
aren’t racing to move to the cloud. Security and PCI
compliance bottlenecks and the fear of service
disruptions were at the top of the industry’s mind,
and these fears were understandable.
Payment processors are bound by PCI DSS and, in
Europe, GDPR compliance standards. Additionally,
payment processors must adhere to their
country-speciﬁc regulatory requirements. Most
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regulatory organizations traditionally required onsite
audits, and there was a sense that operating
on-premise data centers lead to more security and
control.
Payment processing companies felt anxious about
service disruptions, the actual location of their data,
and how auditors would be able to review and sign
off on data management control systems. Perhaps
most importantly, with data off-premise, how would
they know that the right data security constructs are
in place?
Fast forward to today, cloud providers can readily
create complete, secure, and PCI compliant
environments—really, “PCI compliant
infrastructure-in-a-can.” Within days, they will set up
an isolated container on the cloud ready for the
payment processing company’s IT team to begin
deployment.
The environment is secure and compliant, and
maintenance is easy. Our work at ThoughtFocus
reﬂects this movement to the cloud. We have payment
processing clients who have transitioned 100+ servers
to the cloud on AWS. While moving in the direction of
the cloud, other clients still have a combination of data
center and cloud-managed data. However, clients who
have developed their solutions from the ground up
have adopted serverless architectures, fully leveraging
the cloud platforms’ computational capabilities.
Cloud computing is the way forward, and the cloud
platform providers themselves are becoming more
and more aware of all the regulatory nuances and
required security measures.
As payers continue to move to card-not-present
payment, are there new data security concerns?
Naganand: The movement to card-not-present
payments is further digitizing the way payments
happen, so data security efforts will need to keep
pace. As focus jumps back to e-commerce and
card-on-ﬁle scenarios, fraud management will
become a key focus area. In such cases, prediction,
prevention, and remediation are critical.

Fraud management solutions will be deployed at
various stages of transaction processing and
predominantly based on AI/ML advancements and
algorithms. Primary payment service providers at the
ﬁrst level of acquiring will focus on early prediction
strategies where the goal is to stop fraud before it is
even routed to processors. Suppose prediction
technologies miss a fraudulent payment, and it
makes its way through to a processor switch. In that
case, more complex prevention strategies employed
by the larger acquirers, card schemes, and issuers will
kick in to identify and decline bad transactions. If a
fraudulent transaction surpasses even prevention
technologies, remediation falls on the merchant or
the processor company in conjunction with the
issuers.
There is, and will continue to be, substantial
investments in fraud management technology.
While investing in keeping payment processor
platforms compliant, what more should
processors do to enhance the platform security
for better cardholder data protection?
Naganand: I have often mentioned in my
presentations that there is a tendency in the
payment space to confuse compliance and security
aspects of a platform. Processing platforms need to
be continuously enhanced to adhere to card brand
mandates to stay compliant and qualiﬁed as a
certiﬁed platform. However, staying compliant does
not automatically ensure security of cardholder data.
This has to be exclusively built into the system to
protect cardholder data and render any unwanted
intrusions into the systems worthless.
Payment processing companies need to invest
heavily in tokenization and encryption technologies
to prevent exposing payment data. Advanced key
management protocols are typically put in place in
addition to encryption solutions built into the
platform.
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M&A activity has dramatically escalated within
the payment processing space. What technology
considerations should payment companies
consider as mergers and acquisitions occur?
Naganand: There are several large payment
processing organizations in the process of merging,
and there are a couple of factors driving this.
One, the US’s acquiring landscape has been very
fragmented compared to other parts of the
world—there were just too many players in the
American payments ecosystem.
The second reason is innovation. The large companies
in the space are traditionally slower to innovate, so
they acquire smaller companies with desirable
innovations. They are often acquiring relatively
these small companies is a lot less expensive than
developing them independently.
The cloud has a lot to offer from a technology
integration standpoint during M&A activities.
Microservices and containerization make it much
easier to use scaffolding solutions to blend the two
organizations’ technology infrastructures—much
easier than trying to make two legacy systems talk to
each other.
Are payment processors using offshore teams in
new ways as they strive to reduce costs, improve
efﬁciency, and increase innovation?
Naganand: Payment processors continue to use
offshore teams to manage routine and repeated

business tasks so that internal teams can focus on
high value activities. For example, earlier I mentioned
the rapid roll-out of touchless solutions. However, the
work to qualify a new payment system to move into
production has become very involved and complex.
The required repetitive testing often takes four or ﬁve
months and is perfect for an offshore team, allowing
onshore engineers to spend time performing
high-value work.
What has changed in the last three to four years is
the increased integration of offshore and internal
onshore teams. Traditionally, clients would give their
requirements to the offshore provider to work on
their own. Updates were provided once a week or
once a month, but it was not a routinely collaborative
process. Working under a traditional waterfall
construct, the project either hit the mark, and the
client was thrilled, or the work missed the mark
leading to additional costs and disappointment.
Thankfully, this construct has transitioned into an
embedded Agile model. Regardless of where a
worker is physically located, they are part of team
sprints. Daily calls and interactions with the scrum
master and the team members keep the entire
distributed team on the same page and allows for a
corrections as needed.
With Agile, the feedback is instantaneous, and
anything moving off course can be adjusted quickly.
This working style goes a long way toward blending
time zones—it doesn’t matter where a speciﬁc worker
is located anymore. Most importantly, the efforts
of the team are integrated.

How Investment Firms Are Leveraging Technology To
Increase Proﬁts And Efﬁciency In The COVID-19 Era
A discussion with Sandeep Gupte offers fascinating
insights into the directions ﬁnancial services ﬁrms are
taking months after the onset of the COVID-19
pandemic radically transformed daily operations.
Sandeep leads the ThoughtFocus Alternative
Investments and Capital Markets practice bringing
more than 25 years of experience in technology and
operations. He advises and supports CTOs and CIOs

as they develop operational business strategies and
information technology initiatives.
The transition to the cloud has been instrumental in
allowing investment ﬁrms to successfully continue
operations, increase efﬁciency, reduce operational
costs, and grow revenues.
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Where are ﬁnancial services organizations in
their transition to the cloud?
Sandeep: Four to ﬁve years ago, most ﬁnancial
services organizations had already transitioned from
on-premise data management to off-premises data
centers. This was a big step that was difﬁcult for
many organizations; however, they managed the
risks with redundancies and business continuity
plans.
Now, having already created the structures and now
comfortable with third-party data repositories, the
move to the cloud is just the next step rather than a
fundamental crossroads. Additionally, the move to
the cloud accelerated as the cloud became
increasingly affordable and on-demand servers or
platforms-as-a-service offered the sophistication,
capabilities, and control ﬁnancial ﬁrms needed. While
the move to the cloud was already accelerating, the
onset of the COVID-19 pandemic added rocket fuel.

However, cloud management of tech debt is now so
much easier. For example, Microsoft Azure’s data
warehouse solutions offer the ﬂexibility to transition
legacy data to the cloud regardless of its current
conﬁguration. We can stand up a SQL Server in the
cloud in a matter of minutes. For example, recently, we
took one of our clients from
no presence in the cloud to a full SQL server
replicating Excel data in a couple of hours.
Start-up companies to large asset managers have
concluded that the cloud is the way to go.
How has the COVID-19 pandemic impacted the
move to the cloud?
Sandeep: While the industry was already moving to
the cloud, the pandemic has made the cloud a virtual
requirement. For some time, ﬁnancial services
companies’ C-suite executives knew that cloud
computing would enhance collaboration. Greater
transparency, and improve operations—the move
to the cloud was important, but not necessarily a top
priority.
With the onset of COVID, remote workers’ ability to
collaborate was no longer a “nice to have,” it became
essential. Team members could no longer pop into
each other’s ofﬁces to work out a problem. They had
to work on ﬁles and issues from their respective
locations; working in the cloud is the only feasible way.
The ThoughtFocus team is currently doing a lot of
work migrating legacy systems to the cloud or
replacing those legacy systems with SAS solutions.
We’re building these solutions for our ﬁnancial
services clients, and although we work on all of the
major cloud platforms, we tend to currently favor
Microsoft Azure due to the robust capabilities
Microsoft has built. Multiple capabilities like Jenkins
and project management services are already built
into Azure and don’t have to be managed separately.

This said, a big challenge has been managing the
tech debt ﬁrms accumulated over the years. Even
though much data management had been moved to
off-premise data centers, ﬁnancial services
companies’ systems were not true SAS solutions.
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Is it true that the cloud is creating the opportunity
to build custom solutions, rather than only buying
them?
Sandeep: Yes, the build versus buy dynamic has
changed. In recent years, building solutions did not
make sense in most cases—buying and customizing
SAS solutions was the way to go.
However, the robust features of cloud computing
platforms like AI, robotic process automation, and
machine learning make it feasible to build solutions
that meet 100% of a ﬁrms requirements for not much
more than the annual licensing costs of a solution that
might only meet 70% to 80% of an organization’s
needs.

blocks of loans. The proﬁt opportunity comes from
servicing the large numbers of loans, in aggregate
worth many billions of dollars. Investment in a cloud
platform offering to scale rapidly is the only feasible
way to realize the opportunity.
Depending on the opportunity, there might be a half
of a million dollars in technology investment required.
These investments will still deliver many millions of
dollars in proﬁt by increasing a substantial amount of
revenue. Without these technology investments, there
would be no way to capitalize on this opportunity at
scale.
Aggressive M&A activity is happening and is
predicted to continue across the ﬁnancial

Does the cloud offer ﬁnancial services companies

services industry, most certainly including the

other cost savings opportunities?

capital markets sector. What technology

Sandeep: The cloud does present opportunities to
streamline operations and reduce costs. For example,
database administrator—a role with an annual salary
of approximately $150,000—can increasingly be
automated by turning on an AI database
administrator with a click of a button. Organizations
may obviously still opt for a full-time database
administrator role, but the role can be more strategic,
offering long-term beneﬁts to the ﬁrm instead of
performing monotonous tasks.
Cost savings are great, but revenue growth
opportunities are even better. Are cloud

considerations must ﬁrms consider?
Sandeep: Asset management ﬁrms tend to behave a
bit differently. In most companies, you would not
want to employ different systems that perform the
same tasks. However, asset management ﬁrms strive
to keep their key personnel, such as traders and
portfolio managers, contributing substantially to their
bottom line daily—happy.
Firms don’t want their traders and portfolio
managers struggling to enter trades or run analyses.
So, they spend money on the system individual
traders or trading teams prefer.

technology investments helping to drive revenue
and proﬁt growth?
Sandeep: The Private Equity capital markets sector is a
bit different than other areas of the ﬁnancial services
industry. Investors are typically locked in for ﬁve to
seven years, which minimizes the pressures of
redemptions or sell-off activity. This allows ﬁrms to
think and behave in longer-term manners. Technology
investments that enable revenue growth are part of
this longer-term strategic thinking.
For example, I am working with clients who have
identiﬁed the opportunity to buy and service huge

Even without M&A activity, an existing fund generally
employs multiple siloed systems. The ﬁrm then
invests in creating integrations across the systems.
However, when acquisitions do occur, the CTO makes
decisions about integrating systems, converting the
acquired company’s systems, or creating a new
system.
Successful integration of disparate systems is a
short-term solution, and with asset management
ﬁrms, often a long-term approach for managing the
ﬂuidity. Integration helps ﬁrms achieve the best of
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both worlds. Traders and other front ofﬁce people can
use the systems they are comfortable with, and the
back and middle ofﬁces are also happy because all
the systems are integrated. Additional overhead is not
created, and the ﬁrm can successfully scale.
The cloud is extremely helpful with these efforts. You
can create data warehouses in the cloud and easily
integrate across multiple systems—ultimately
creating a hub and spoke solution that centralizes
reporting and effectively manages the ﬁrm’s data.
The cloud allows organizations to change ownership
or ﬁrms to change structure without disruption.
Traders don’t have to spend time learning new
systems; they can spend their time doing what they
do best, make money.
Does the cloud still raise compliance and security

online banking and services of this nature. Being in
the cloud does present risk, but there was always risk.
Hard wires carrying sensitive data are at higher risk
than data going to the cloud using
Advanced Encryption Standard (AES) that is 128-bit,
break 128-bit SSL encryption, for example, it would
take a modern computer and billions of years.
Encryption is the safer route, so the cloud’s security
and compliance concerns are practically gone. That
said, ﬁnancial services ﬁrms must hire CISOs and
security teams with the right skills as an Azure
implementation conducted incorrectly will put your
data at a great deal of risk. But people with the right
skills will leverage the security features Microsoft, and
the other platforms, have spent billions of dollars to
create.

concerns for ﬁnancial institutions?
Sandeep: Of course, much banking and ﬁnancial
services data are already in the cloud facilitating

FINAL THOUGHTS
While digital innovation was already a high priority for
leading ﬁnancial services organizations, the COVID-19
pandemic created new demands and sped up trends
that were already underway. Companies across the
ﬁnancial services sector have been using advanced
technologies to create back ofﬁce and middle ofﬁce
efﬁciencies. While most of these back and middle
ofﬁce efﬁciencies were cost-saving measures, some,
like applying cloud computing and automation to
serve huge blocks of loans, facilitated new revenue

opportunities. This said, ﬁnancial organizations are
increasingly turning to advanced technologies to
create new front-end opportunities.
At its core, innovation in the ﬁnancial services
industry demands the ability to align organizations to
foster desired innovation. Generally, internal
stakeholders who know the business well must be
freed from day-to-day business responsibilities to
provide the bandwidth needed to think and develop.
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ThoughtFocus has developed a methodology to help ﬁnancial services companies do exactly this. The ASEG
methodology—align, stabilize, enhance, grow was designed to guide ﬁnancial services companies on their
journey to aligning and stabilizing routine business processes so that they can be transitioned to lower cost
contract and offshore teams - in turn, freeing up strategic talent to develop never before imagined ﬁnancial
services innovations.
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